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Approach to secure the
electromagnetic space: from assets
management to cognitive EW



MODERN EW CHALLENGES

Very high number of simultaneous
and changing threats in
space/time/frequency/technology

Fully occupied frequency band from
30 MHz to 8 GHz

Signals with bandwith up to 200 MIHz

Frequency hopping and direct spread
spectrum systems

Usage of a global country wide mesh
communications systems between
enemy drones

Camouflage of military-use networks
as civilian networks

Low trust information about enemy
EW equipment Cognitive EW - 04.12.2025

Need for a
system that
allows flexible
and rapid
sharpening of

focus on specific
threats here and

NOW

5~



ASSETS

MONITORING

Accounting for

resources and THE SPACE OF "DIGITAL TWINS"

funds RF Monitoring

Planning for use |Control of the
use of the
frequency
spectrum

Creating digital
copies of the
spectrum in
space

Implementation

of frequency

assignments
Anomaly ]
detection and Creating a

identification database of
radio signals

Simulation in a
digital copy of
space
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ADAPTIVE EW
Detection of COGNITIVE EW

anomalies based

on "Digital Automatic
Twins” copies decision making
comparison on counteraction

Identification of |Monitoring the
radio emission effectiveness of
sources the actions
taken

Automation of
decision-making | Automatic script
on counteraction | change

Machine
learning



STEP 1: ESTABLISHING THE ELECTROMAGNETIC BASELINE

Manufacturer Model 9 Diagram

I n cI u d es . D Applicat... Ident Po 78 - Ne . 9G-G..
U 4 Tenem: 12 dBW i8.125 MHz -38.125k 0 Hz 2dB

M-1800 0101  30.2515 (805.2 MHz - 1879.4 I 200 kHz 18.2dB
29.5515 (805.2 MHz - 1855.6 I 200 kHz 17.5dB

31.5515¢ 1813 MHz - 1850 MH 200 kHz 19.5dB

e Database of own radio assets and S e e Lo a— s R R e

29.0103 (857.2 MHz - 1877 MH 200 kHz
3.48 MHz 8.52 M 1.25 MHz

spectrum assignments

tionA.T... 3 tationA. on... BW
V liviseve 6454 7222.5 MHz 3.5 MHz 32 dB 28 MHz
- - - 3 Mariupol 86294 22.274 GHz 3.282 GHz 40.5 dB 2 28 MHz

e Tools for modeling nominal radio- e o
Vuh ) hledar 35237 23.31 GHz | 22.302 GHz 34 dB 3 28 MHz

rozhets 30886 18.5525 GHz 19.5625 GH 34.6 dB
nsk 23087 T,

system performance

Type Frequency

554 MHz HADYACH-0

722 MHz PERELISKY-0

538 MHz PERELISH

690 MHz PERELISKY-

706 MHz LOKHVYTSIA-O0

642 MHz

634 MHZ

698 MHz OKHVYTS 75m
586 MHz DNIPRC 180 m
506 MHz DNIPRO-0 180 m
202 MHzZ HUSIATIN 83m

¢ Digital terrain and environmental data

NSO

Enables:

» PP >PP>>P > >

e

i 1l
= ol |

e Planning of frequency usage and
radio-assets deployment

e Prediction of how our systems shoul/d
appear from any observation point

e Reference layer for comparing nominal
vs. real behavior in later stages of

cognitive EW
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STEP 2: TERRITORY-WIDE SPECTRUM MONITORING

Includes:

e Continuous 24/7 monitoring across all frequency
bands

¢ Distributed network of wideband sensors deployed

across the country

¢ Collection of long-term statistics for every band,

channel and service
e Comparison of measured signal levels against

expected operational ranges

Enables:

e Full territorial assessment of spectrum usage

e Early identification of abnormal or unexpected signals
¢ VVerification that own systems operate within planned
parameters

e Reliable statistical foundation for further analysis in

cognitive EW
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STEP 2: SPECTRUM-MONITORING
SENSOR NETWORK

Includes:

e Mission-driven planning of a nationwide monitoring network

based on specific threat profiles

(PMR/LMR, tactical radios, UAV video/control links, radars,

aviation comms, etc.)

e Coverage modeling for each technology/band using digital O L
5 O_ -

terrain data, propagation environment and equipment | O &
characteristics |
¢ Selection of sensor installation sites based on required
coverage, terrain constraints, infrastructure availability and
operational considerations

¢ Preparation for deployment, including recommended locations,
equipment configurations and connectivity requirements

Enables:

e A complete deployment-ready sensor network design aligned
with operational threats and missions

¢ \/erified coverage for each monitored technology under real
geographic conditions

¢ Clear identification of territories where each threat type can be
reliably detected
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Enables:
¢ Understanding in
which frequency bands
and locations abnormal
changes occur

¢ |[dentification of zones
with potential threat
concentration and/or
emerging emitters

¢ Localization of areas
of probable
electromagnetic
influence and
assessment of their
dynamics

e Establishing a
foundation for
advanced stages of
cognitive EW (risk
assessment, forecasting,
recommendations)

©ATDI Group - February 2026

STEP 3: “DIGITAL TWINS” OF

THE SPECTRUM

Includes:
¢ Formation of
temporal and
statistical models of
signal levels in each
channel based on
periodic
measurements
(heatmaps)

e Extraction of stable
behavioral patterns of
radio services across
the spectrum

¢ Detection of
deviations from
established patterns in
new measurements
(anomaly detection)

¢ Building a digital
representation of the
spectrum that reflects
normal and expected
activity in every
frequency band

12.07.2025 00:55

11.07.2025 14:36

11.07.2025 04:16

Heat map

10.07.2025 17:57 o

10.07.2025 07:38™5

09.07.2025 21:19 o

[l !llilI!H

T
3971

Circled areas highlight
deviations from normal
spectrum patterns

Probable geographic distribution of

the detected anomaly



STEP 4: ADAPTIVE EW (REAL-TIME DETECTION & LOCALIZATION)

EmBEe

Real-time Alarming

e Automatic detection of new or unexpected
emissions in the required frequency band
¢ Instant classification and operator notification

Localization

e High-accuracy emitter
localization using TDoA (=30 m)
e Hybrid AoA + TDoA localization
supported

* Providing exact coordinates for
EW response
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STEP 4: ADAPTIVE EW (ELECTRONIC WARFARE MAP)

Alarming System allows to
automatically detect the signals V' N Fiter

FQ MHz

LAT: 46.62295 LON:9.48014 g Cluster

Class

FQ MHz

Need to depict them on the map
l.e. the system that provides
situational awareness cuusens

CONTOUR

Level dBm W @
Bw kHz

Coordinates

Signal level dBm

Data fusion approach: objects of
different nature obtained from
different sources in the single
interface in real time

Intercepted

FQS MHz

869.575

Target 1

869.931

870.091

» Signal clusterisation

« Signal classification

Copy data

Close

» Signal identification

To enable the classification of a signal source, many attributes of the detected signal are
taken into account: measurement time, signal duration, signal cascade record, signal

center frequency, bandwidth, and others.  cognitive Ew - 04.12.2025
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Cognitive EW systems can:
e Analyse the electromagnetic environment in real

time using a continuously updated knowledge base COGNITIVE ELECTRONIC
WARFARE

e Detect unknown or abnormal signals that fall outside
established patterns

e Automatically choose the best countermeasure SITUATIONAL ADAPTIVE
. . . ASSESSMENT LEARNING RESPONSE
e Adapt to enemy tactics through continuous learning

Knowledge Base includes:

e Digital-Twin spectrum models ELECTROMAGNETIC THREAT JAMMING
N p : ENVIRONMENT DETECTION DECEPTION

e Historical activity patterns & anomalies

e Threat libraries

e EW response rules

Operational Cases:
e Missile strike indicators — surge in aviation comms prior to attack
e Pre-attack radio silence — disappearance of regular emitters
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ICS MONITORING KEY FUNCTIONS

» Ability to integrate and support heterogeneous
monitoring equipment

* Multi-service software architecture

» Software scalability

* Performing multiple tasks at the same time

* Personalization of workflows

* Localisation of transmitters (AOA analysis methods,
TDOA, RSSI...)

« Automation and centralization of emissions identification

(based on correlation analysis on a central server)
* Analysis of interference and unlicensed emissions
* Analysis of emission compliance with the frequency

allocation conditions
» Centralized storage of measurement data and

i L
A=

F
L 3
A W

measurement results
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ICS MONITORING: REAL TIME AND AUTOMATED TASKS

ICS monitoring is a software that provides advanced numerical and graphical analysis
capabilities for spectrum and signal measurements.

The tool consists of the following software subsystems (which can be used separately

or together):

ICS Monitoring RT stands for real-
time measurements

-  Spectrum and signal analysis
« Alarming

-  Signal classification

« Localisation

-  Electronic Warfare Map (EWM)
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ICS Monitoring AT stands for automatic long-term
aggregate measurements

«  Checking compliance with the conditions of
assignment of frequencies

« Automated violation detection

«  Frequency bands usage

« Channels occupation

«  Study of interference cases

«  Search for unauthorised emissions

« Localisation of emissions

L



ICS monitoring RT

Real-Time Spectrum Analysis
and Signal Localisation

Electronic Battle Management ™

System
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ICS MONITORING RT KEY ADVANTAGES

Standardisation of measurement processes in a multi-manufacturer spectrum control system

« Complete vertical integrated solution:
« Battlefield Level (Spectrum Analysis)
« Tactical Level (Alarms)
« Tactical-Operative Level/Electronic Battle Management System (Electromagnetic
Environment/Electronic Warfare Map)

* Processing (statistics/big data/Al) of large volumes of data:
 Real-time system example: 150+ DFs, 5 000 000+ interceptions/minute

 Automated observation system example: 700+ sensors connected 24/7

 Integration with HTZ prediction system for continuous comparison of measurements vs.
prediction and reverse simulation
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ICS MONITORING RT

Real-time mode provides a direct interface to the
device and allows to perform instant tasks, which
are executed and analyzed by a user.

W F » Q@ @

The list of real-time measurements supported by
ICS MONITORING RT includes the following:

 Spectrum observation

« Direction finding

« Recording of spectrum traces/waterfalls as

image or as a text file _ _
* Clustering signals
« 1Q stream recording e . :
« Classifying objects
 Alarming e .
« ldentifying targets
 Managing white and black lists of signals in real _ N o _ :
 Supporting military activities at a battlefield in

time
CEIR G
 Localising (AoA/TDoA/PDoA) selected signals
and viewing them on the map f‘
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ICS MONITORING RT: SPECTRUM ANALYSIS

&5 RT Client (Signal Analysis 3.9.957.RC): [Client Test] - Device 3 - Trace3
File View Window

Spectrum Analysis 8 o

capabilities of the system = _, - . R
o S ERIEY > ST |im|s TN ¢ ST iIm] s \7,”.(.\NM

MOC FREQUENC BW DATE OPERATC Ref: -56 dBm MeasTime: 2.81 ms R 16 kHz ef: -56 dBm MeasTime: 249 ms RBW: 11,506 kHz ef: -56 dBm MeasTime: 2.77 ms REW 06 kHz
I I .t f nn t nn Att: 0 dB VB z Att: 0 d8 1,506 kHz ! /: 11,506 kHz
a OW o p e r O r S pec r u ® Tracel: ClearWnte ® Trace2: MaxHold ® Tracel: ClearWnte ® Trace2: MaxHold ® Tracel: ClearWrite ® Trace2: MaxHold

60dBm CF: 1814189668 GHz 60dBm
BACEAYEET1 MHz

measurements and operation o A _

80dBm X et 80dEm

* |1Q stream recording

90dBm

Ay i 90dBm g M1 RN
90dB ALY (Mg, My
m ‘ ! \ L’W Wk i e
1

« Network analysis ™ WY P e Ul P
(constellation diagram ‘

36044 pts HGrid : 11 MHz

calculation)

e Channel Scan (automatic

”
|

T T

channel measurements)

I

12:35: M0 A=t

 Localisation (TDOA) and = —

Di re Cti O n Fi n d i n g ©2025 Google - Map. data £2025 Teke Aties
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ICS MONITORING RT: LOCALISATION

Three methods of localisation are available: PDoA (Power Difference of Arrival), TDoA (Time
Difference of Arrival) and AoA (Angle of Arrival). Besides that, bearings can be added manually to
the list of localization results to be used in localisation procedure.

TracelCount

PDoA
localisation

TDoA localisation
Direction finding
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ICS MONITORING RT: DIRECTION FINDING

Three methods of localisation are available: PDoA (Power Difference of Arrival), TDoA (Time
Difference of Arrival) and AoA (Angle of Arrival). Besides that, bearings can be added manually to

the list of localization results to be used in localisation procedure.

Run All
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ICS MONITORING RT: ALARMING j

Alarming is set of functions aimed at watchkeeping. It
allows a user to detect all the cases when specified
criteria were fulfilled, record the signal and store it for
subsequent analysis.

ongyang
o

nnnnnn

aaaaa

An alarm is triggered when a specified alarm level is
exceeded at any frequency within specified frequency
band. The list of alarms can be viewed at “Alarm
Viewer” tab. If several sensors are connected, it is
useful to see the list of alarms directly on the map by
hovering the sensor mark (green circle). List of alarms
can be filtered and ordered by any field in the list.

30 40
—

ICS MIONITORING CLIENT RT supports white and black lists
For each alarm, a piece of received spectrum of gignals.

information during the defined period of time is |f 5 signal has no or “grey” status, it is always shown on
gutomatl.cally recorded. To examine an alarm the list of alarms. If a signal was marked as “Ignored”, it is
information, a user can browse through the recorded never shown on the list of alarms. If a signal was marked as
waterfall section and export this information to a file. “Base”, it will also be shown on the top of the alarm list
and highlighted, since this status is used for the most
important signals that shall not be missed.
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ICS MONITORING RT: ELECTRONIC BATTLE MANAGEMENT SYSTEM

ELECTRONIC WARFARE MAP

Alarming System allows to
automatically detect the signals

Need to depict them on the map
l.e. the system that provides
situational awareness

Data fusion approach: objects of
different nature obtained from
different sources in the single
interface in real time

« Signal clusterisation
« Signal classification

» Signal identification

mV@e«

CLUSTERS

CONTOUR

Target 1

LAT: 46.62295 LON:9.48014

S Cluster

Class

FQ MHz

Bw kHz

Coordinates

LAT: 46.75653 LON: 9.3417¢

Signal level dBm

FQS MHz

869.575
869.931

870.091

Copy data

Close

To enable the classification of a signal source, many attributes of the detected signal are
taken into account: measurement time, signal duration, signal cascade record, signal center

frequency, bandwidth, and others.
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ICS MONITORING RT: ELECTRONIC BATTLE MANAGEMENT SYSTEM
SOFTWARE COMPONENTS

ICS MIONITORING RT is distributed software, which may consist of several different software components. The
following list presents the components of the software:

ICS MONITORING RT SA (SPECTRUM ANALYSIS) is a client GUI application to provide interface between
users and the software. It allows to configure and run measurement tasks, as well as to receive and view
their results.

ICS MONITORING SERVER RT is a server component for collecting, processing and broadcasting of
measurement results.

ICS MONITORING CLIENT RT is an client GUI application for the analysis of the results of measurements
processed by ICS MONITORING SERVER RT.

ICS MONITORING CONTROL A is a server component that provides measurements and control of
measuring devices.

ICS MONITORING RT AGENT is a lightweight piece of software which is aimed at organizing interaction
with measuring devices via file exchange.

ICS MONITORING RT is independent of the measuring equipment used in the network, and any device can be
integrated into the monitoring system.

\
F A

F i
F
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ICS MONITORING RT: ELECTRONIC BATTLE MANAGEMENT SYSTEM

SUPPORTED FUNCTIONS
Depending on the demands for measurements, ICS MONITORING RT system can be deployed using different

configurations.

The measurement functions supported by ICS MONITORING RT are grouped into Function Sets, which are
considered as independent options for configuration of the system. Therefore, it is possible to include only

required functions in a realization of the system.

ICS MIONITORING RT supports the following function sets:
« Signal Analysis

« Alarming

« Signal classification

* Localisation

* Electromagnetic Environment (EME)

Electronic Warfare Map (EWM)

gii®
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Battlefield

Tactical-
operative

Spectrum
Analysis, RT SA, Control A
Localisation

Electronic RT SA, Server RT, Client RT,
Warfare Map ICS Monitoring Control RT
(EWM) Agent

Fig. 1.3
and 1.4
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ICS MONITORING RT : « BATTLEFIELD » TYPICAL CONFIGURATION

(&
Y

- = N
5N

g

i

ICS Monitoring RT
SA

« SPECTRUM ANALYSIS
* LOCALISATION

ICS Monitoring RT
SA
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ICS MONITORING RT: « WATCHKEEPING - TACTICAL» TYPICAL
CONFIGURATION

ICS Monitoring
Client RT Alarming

* SIGNAL ANALYSIS
« ALARMS

* LOCALISATION

* CLASSIFICATION

ICS Monitoring
Client RT Alarming
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ICS MONITORING RT : «TACTICAL - OPERATIVE » TYPICAL CONFIGURATIO

ELECTRONIC WARFARE
MAP (EWM)

- LOCALISATION

ICS Monitorin
+ CLASSIFICATION Clon W
- IDENTIFICATION

ELECTROMAGNTIC

ICS Monitoring

ENVIRONMENT (EME) Client EME

(Browser)

- ANOMALIES
* VARIATIONS
« STATISTICS
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ICS MONITORING RT : «TACTICAL - OPERATIVE » TYPICAL CONFIGURATION
VIA THIRD PARTY SW —

« ELECTRONIC
WAR FARE ICS M;toring
MAP (EWM) ClientEWM

(Desktop)

ICS Monitoring
Client EWM
(Browser)
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ICS MONITORING RT: SPECTRUM ANALYSIS

Viewing a few traces simultaneously. Each trace can be of one
of the following types:

ClearWrite: instant spectrum trace.

Average: average values for a specified number of traces
for each frequency is calculated.

Tracking: maximum values within a sliding window are
shown.

MaxHold: maximum values for each frequency are shown
from the beginning of a measurement.

MinHold: minimum values for each frequency are shown
from the beginning of a measurement

View: in this mode, a trace is freezed to allow performing
its analysis without stopping the measurement process.

Viewing waterfall for a selected frequency band. Waterfall tab
allows to move and observe any trace in a buffer of traces.
There are many options for editing waterfall and performing
calculations with waterfall.

Saving |Q streams in .wav files.

Saving either separate traces or waterfalls in a .csv file or as
an image.

©ATDI Group - February 2026
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Range

Finland

Supporting of markers:

Observe the power level at a selected frequency

Use differential markers

Calculate a signal’s bandwidth using two available methods:
“NdB down” and “f3/2"

Calculate received power within a specified frequency range



Sensors Group

P e Nome

Start/Stop Dataset Line

v
v
v
v
v
v
v
v
v
v

2478740798

154251012

15:41 21.59¢

Frankfun
anm Main

<
1514035723 o

15:39 49.020
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ICS MONITORING RT : HYBRID (TDOA - AOA) LOCALISATION

Windon
Window

E ¢ Q

MeasTime: 210

Trace1: ClearWnite
Level Bearing AzimuthDF Quality
Sensors Groups _41,00 dBmSS.2° 96.1%

3 SO0dBr
-A1 100 17| 7™

| -60dBm

-80dBm

-90dBm

RBW: 10 kHz
VBW: 200 kHz

L Al

o s e ¢ v ey -y

PO PSS

5 e e it 5 4 o

anv B

Span 1 MHz,
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13 ath

DFBW

RBW

MeasTime

DFMeasTime

Trace1Count

Trace?

Trace2Count

Trace3

Trace3Count

200 kHz

10 kHz

-41 dBm
61d8B

0dB

ClearWrite

1




16.:09.41.639

16:09-40.188

16:09:32.955

1615:40.497

16:13:45 052

16:13:42. 144

o
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ICS MONITORING RT: TDOA LOCALISATION OF PMR (26 KHZ BW)

SIGNALS

File View Window
B E 9 Q

Sensors

I
<
1Y

o°

v
A

Lon: -3.277702 Lat: 47.53227

Saint-Plerre-Quiberon

v
v
ey
v
v
v
v
ey
v
Y
v
v
v
v
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Camae

La Trinité-sur-Mer

OR_SM-07_CAGN - Trace3 X

Ref: -48 dBm

Att: 30 dB

OR_SM-05_QUGN - Trace2

MeasTime: 90.2 ms

OR_SM-02_SAGN - Tracel

RBW: 89.89 Hz
VBW : 89.89 Hz

Objects types

Location Stations
Bearings

Intercepts relevance time

p== 60s

Quality 39.7 %
Level -119.5 dBm
Deviation 2982 ns

Frequency 0.0 MHz

Heat map

Show

Transparency

Intensity

—0
o=
—o

A D780 B

Stop 392.675933 MHz
(0]

M =l & Q E nTDoA
TDoA Stop TDoA

Measurement parameters

Wideband localization
Freq.
BW

Threshold level

Additional parameters

Sensor initializer:

OR_SM-07_CAGN

Sensors for measurement:
OR_SM-05_QUGN
OR_SM-02_SAGN

Add sensors

Packets received: 09:16:02.347 - 7102 (running)
Confirmations: 09:15:52.428 - 45

Time Level Context Text

09:15:56.697 | Info | Task SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

09:15:46.696 SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

09:15:36.683 SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

09:15:26.678 SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84




ICS MONITORING RT: TDOA LOCALISATION OF PMR (26 KHZ BW)
SIGNALS

File View Window
aE O Q E |l TDoA

Sensors OR_SM-07_CAGN - Trace3 X  OR_SM-05_QUGN - Trace2 OR_SM-02_SAGN - Trace1 TDoA Stop TDoA

+ Group Ref: -48 dBm MeasTime: 90.2 ms RBW: 89.89 Hz Measurementparameters
Att: 30 dB VBW : 89.89 Hz Wideband localization

Doy Freq.
Location 13/100
ocation 13/ BW

Threshold level

Additional parameters

La Trinité-sur-Mer

Sensor initializer:

OR_SM-07_CAGN

Sensors for measurement:

OR_SM-05_QUGN 11.5 km
OR_SM-02_SAGN 24.8 km

Locmariaquer

J
M '.’T‘-rb.n'_ .'\"-y-n\‘uJ‘!\ Wttt sl A ey, 51017360 dB Add sensors

| TN

Yy M|
| | i ! Packets received: 09:18:07.061 - 7732 (running)
HGrid : 125.733 kHz DO e iy = Confirmations: 09:18:07.471 - 51
0 Time Level Context Text
09:17:56.736 | Info SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

v
v
hd
v
hd
v
v
Vv
Vv
Ny

09:17:46.737 | Info SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

09:17:36.731 | Info SENSOR-DBD84
SENSOR-DBD84
SENSOR-DBD84

09:17:26.724 | Info SENSOR-DBD84

SENSOR-DBD84
©2026 Google - Map data ©2026 Tele Atlas, Imagery ©2 SENSOR-DBD84
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ICS MONITORING RT: TDOA LOCALISATION OF PMR (26 KHZ BW)
SIGNALS

ile View Window
= B © M = & Q E rTDo

Group Measurement 1 OR_SM-07_CAGN - Trace4 Sensors Map X  OR_SM-05_QUGN - Trace3 Alarm Viewer OR_SM-02_SAGN - Trace1 X TDoA et

5 . ocMIUE A i Measurement parameters
Lon: -2.788639 Lat: 47.53122 Location 1/100 = Bearings & Hyperbolas 16/100 xecARee W

e S O ¢ " Wideband localization
Freq.
BW
Threshold level

Additional parameters

Max block duration

Analysis window durati
Max distance
Max channel BW

Correlation threshold

Sensor initializer:

OR_SM-02_SAGN

Sensors for measurement:
OR_SM-07_CAGN
OR_SM-05_QUGN

Add sensors
Packets received: 16:00:08.320 - 526 (running)
Confirmations: 15:59:54.166 - 3

Time Level Context Text

16:00:02.676 | Info Task SENSOR-DBD
SENSOR-DBD
SENSOR-DBD

15:59:52.665 | Info Task SENSOR-DBD
SENSOR-DBD
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ICS MONITORING RT: TDOA LOCALISATION OF PMR (26 KHZ BW)
SIGNALS e

-~
Vv

Lon: -3.281994 Lat: 47.63670 Location 8/100 ° Bearings & Hyperbolas 47/100 **"*

oo
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ICS MONITORING RT: AUTOMATED TDOA LOCALISATION

FREQUENCY LIST

FROM

B9 RT Client (AlarmsList 3.9.1163.RC)(Signal Analysis 3.9.1163.RC): [COP03] - Group Measurement 1

File View Window
e 9 Q
Local channel catalog
= =
FREQUENCY

99,5

Local channel catalog

s« Llon:-1,51062 Lat: 47,1785 Location 21/21 ® Bearings & Hyperbolas 25/25
Quimper.
Rosporden
E3
Concameau , " Quimperié
Langudic
Hennebont
Pluvigner,
Lorient
Larmor-Plage 2/
Saint-Avé

Vannes

Group Measurement 1 X

1
+Sensor

DATE OPERATOR d Ref: -40 dBm MeasTime: 3,32 ms (Delay: 3

18.02.2026 10:57 COPO03
18.02.2026 10:46 COPO03
18.02.2026 10:59 COoPO3

18.02.2026 11:11 COPO3

Josselin

Ploérmel

La Gacilly

Questembert

Séné 4

sdfau

Belle-lle-en-Mg
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D

Pontchateau

Guérande Trignac
Le Croisic
Saint-Nazaire

y fin
Copilot

tt: 0 dB
OR_SM-02_Sarzeau G.N.
B OR_SM-05_Quibero N.
OR_SM-07_Carnac G.N.

-50dBm

-70dBm

80dBm

Bruz ,{

(€3] |

Guichen 190dBm
|

Bain:de-Bretagne

Chateaubriant

Nort-sur-Erdre

-130dBm

5|
Carquefou

Montrevi

Nantes Start 100.675 411pts  IGrid : 125 kH101.925 MHz

—o
o=
—o
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ICS MONITORING RT: AUTOMATED TDOA LOCALISATION FROM
FREQUENCY LIST

e @ E e o

ocal channel catalog

== 1|nTDoA

Group Measurement 1 X TDoA

| NE == LM: TDoA P: 4 LT:20 TL:-100 Measurement parameters

MeasTime: 4.82 ms (Delay: 17.83 ms) RBW: 5.753 kHz +5 (=
ensor | S||? ]
VBW : 5.753 kHz = Wideband localization
MODE FREQUENCY BW DATE OPERATOR OR_SM-02_SAGN M OR_SM-05_QUGN OR_SM-07_CAGN

i -50dBm TDoA Freq.
M 995 250 18.02.2026 10:57 COPO3 / ‘

-60dBm 7 A = iy BW 200 kHz
FM 250 18.02.2026 10:5¢ COPO3 b
-70dBm ! A I i =tk
\ ¢ 1. I A WL il 111 Wt
s . i -80dBm il AL allliAELY ,“]I'I i 1
Lon: -2.615433 Lat: 47.84588 Location 15/17 ~  Bearings & Hyperbolas 94/95 ! l ‘ 8 ' I
s -80dBm [

s oalh VYA A Threshold level
' fll| 1l |
|

Al na | ~100,00/dBm Packets received: 14:41:09.943 - 0 (running)
7“:“{"”“",‘1';1 1 Iy
|

Up “ ol ‘i f ; Confirmations: 14:41:09.943 - 0
f D) P \ b
—1'11]1(iém | \ J‘}| R 4

1 |

Time Level Context Text
-12$dBm 14:41:09.942 | Info Sensors connec!
14:41:09.941 [SENSOR-DBDS:
g 14:41:09.670 [SENSOR-DBDS-
-140dBm 14:41:09.384 [SENSOR-DBDS:
il Start 182.5 MHz HGrid : 100 kHz Stop 183.5 MHz 14:41:09.042 Parametersiched

14:41:07.017 [Info | Task SENSOR-DBD84
Objects geolocation SENSOR-DBD84
[ Clear all 2, Export to CSV. RENECIIEE0N

14:40:57.014|Info | Task SENSOR-DBD84
DATE FREQUENCY DF DIRECTION LOCALIZATION RESULT  ERROR SENSOR-DBD84
20.02.2026 14:40:26 101.3 47.831523 -2.882611 39 SENEOR-BBERS

20.02.2026 14:40:18 392.035 ; 47.399605 -3.122178 14:40:47.011 Sensors connect

14404700l 1asn Taal. fErNICAN ADAO

20.02.2026 14:32:20 99.5 47.768073 -2.816904

20.02.2026 14:31:05 392.035 : 47.403178 -3.117610

20.02.2026 14:20:30 482 47.843454 -2.880981
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ICS MONITORING RT: AUTOMATED TDOA LOCALISATION FROM
FREQUENCY LIST IN EWM (ELECTRONIC WARFARE MAP)

O @ - e
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ICS MONITORING RT: AUTOMATED TDOA LOCALISATION FROM
SIGNALS LIST IN EWM (ELECTRONIC WARFARE MAP)

i< Lok

PEIIR  Situation ' - s ‘.j o -ﬁ TN 7 { b .lsozzozsoaorao

N SR R i B

®

M » p
[ ARERALE

| ABABAEREE

W @

3 Signal level dBm: -74.70103
» " Sensor/Level dBm SENSOR-DBD84-M00-7634 -66.514915
0/ SensorfLevel dBm: SENSOR-DBDBA-M0O-5326 -8013262
" Sensor/Level dBm: SENSOR-DBDB4-M00-7657 -54.07311
| Sensor/Level dBm: -84.19264
Sensor/Level dBm: SENSOR-DBD84-M00-5326 -80.95153
Sensor/Level dBm: -84.01482
Sensor/Level dBm: SENSOR-DBD84-M0O-7634 -64.53597
Sensor/Level dBm: -84.19264
Coordinates: LAT 47.46464 LON: -3.05292

(N
o
8

[N

AT
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MONITORING |

RT: TDOA
_LOCALISATION
M SIGNAL

200 KHZ BW

Localisation
Accuracy: 50
meters

Throughput of
uplink channel =
(from device to | i YN -~
server): 2
Mbit/sec
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ICS MONITORING RT: TDOA
LOCALISATION
PMR SIGNAL 25 KHZ BW

Localisation Accuracy: 100
meters

Throughput of uplink channel
(from device to server): 2
Mbit/sec
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ICS MONITORING RT: TDOA
LOCALISATION

DVB-T SIGNAL 8 MHZ BW
(ONLY 2 MHZ BW WAS USED
FOR LOCALISATION)

Localisation Accuracy: 30 meters

Throughput of uplink channel (from
device to server): 2 Mbit/sec

©ATDI Group - February 2026



ICS MONITORING RT: GSM SIGNAL 200 KHZ BW HYBRID (TDOA/AQOA)
LOCALISATION

File View Window

Locallsatlon RO =l S & B £ IrTDoA S DF
Accuracy: 100 oreron | EEDTTY TDoA s 0

m ete rS race + If Measurement parameters
VR - Freq,
Ref: -27 dBm MeasTime: 89,62 ms RBW: 10 kHz
Att: 0 dB BW
Sensors Groups Trace1: ClearWrite ® Trace2: MaxHold

-30dBm “3/0‘\ Threshold level

40dBm

R e m a rk. S IVI Additional parameters
‘ 5 Map -50dBm 4
[ =~ YT - ‘ — v <+ )

0 ® Bearings & Hyperbolas 98/104 \ Sensor initializer:
60dBm w4t | i 02.02.ET

C h a n n e I iS - | . jaam Q > 70dBm ' ,-;- ‘ f \ Sens?rs'fo,r measurement:
i nte rfe red .' ‘ -80dBm : ‘ Al 02.01E_

Torvandi -90dBm

100dBm

-110d8m

120dBm B 121,00 dBm

Throughput of
uplink channel
(from device to
server): 2 Mbit/sec

Start 933 MHz 800 pts HGrid : 400 kH. Stop 937 MHz
- E - - . ¥

: 3 SENSOR-DBD10
SENSOR-DBD1

I PR (i PTG g SR PV

E—
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GSM SIGNAL 200 KHZ BW HYBRID (TDOA/AQOA)
LOCALISATION

!

Improvement of ® | omeone o TEICIRIRT 4 - Pe————— :
Localisation o B ¥

Accuracy by using | g

clusterisation -

techniques: 70
meters

[ |
Remark: GSM s bl Y
channel is . e
interfered 2
a2,
Throughput of B2,
uplink channel s LA y T - RN | o e |
(from device to LD e | TR Y G . == : ' o byl % el | 6
Sig - d,
. . 4 | Sensor/Level dB -41.8385049 5 ?/( v aauw&%iéo@w -bidke

- Coordinates: LAT: 58.31051 LON: 26.69217

3 —

server): 2 Mbit/sec | & | "B JER G NN B e i o s [ ey v sousON
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CONCLUSIONS ABOUT TDOA LOCALIZATION
QUALITY

» Signal bandwidth linearly affects localization quality of TDoA method for
broadband signals

* |[n principle, localization of narrow-band signals (10 kHz BW) is possible at the
level of reception of signals with a Signal/Noise level of 15 dB - 20 dB

* By narrowing of the spectrum, there is an increase in the dispersion of the
results, but the center of mass is almost constant, in principle this allows for an
Increase in the accuracy of localization due to the accumulation of results and
post-processing (EWM module of ICS Monitoring)
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ICS MONITORING RT : HYBRID (TDOA - AOA) LOCALISATION

Sensor/Level dBm: -54.758934

o~ =95 N’ TR T o0
o [T g
Battle order Targets I- “ .
2 - - o !
a2 7(1(]' 2
(o} 2 . .t
24, -
/6‘0’) / ¢
@ L A <)02 »
Sy
=
o ; =Y N oG R P T AT
Battle oider Situation mo LAT-5831566 LON: 26 67465
% ’j:-,m‘,, <af 5 "! ﬂ‘apv‘ l.’."‘
e/ IR
Q by Layers Hide all X A A
4 >
@ ? Stations -
%
3z | Afectedareas =)
| Targets K J
O s )
= Locations N ]
b [iq Bearings N J
Ellipses Q
Co B Toquency MI/RW - 934798 209.06
Signal level dBm -46.14485
@ ™| Sensor/Level dgm: -37.5307732
a

Coordinates: LAT 58.31106 LON- 2669370
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ICS MONITORING RT: SPECTRUM ANALYSIS

DIRECTION FINDING
If a measuring device (and antenna equipment) of a sensor

feature direction finding function, it can be viewed directly
in ICS MONITORING RT SA.

100 MHz
2 MHz
99 MHz

101 MHz

25 kHz

25 kHz

lps

ra
celCo

®
i
g 8 2 & 2 a
3 3 B
20 MG a0 TR AT RS

o|n|n|n|n|n

A
o

o5 | <
o B

B —
90 -9 -100 -105 -110 -115 -120 -125 -130
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RECORDING OF SIGNALS

Besides observing signals, they can
be recorded using the following
options:

Recording of spectrum: the spectrum
traces can be saved in a file. This file
contains also meta information
(parameters of receiver, date/time of
receiving etc.). This file can be later
opened in ICS MONITORING Client
RT to provide the same
measurements as for live-received
signals.

Recording of 1Q stream: the IQ data
can be recorded in a file. IQ data can
be used to demodulation/decoding of
signal later.



ICS MONITORING RT: ALARMING

Alarming is set of functions aimed at watchkeeping. It
allows a user to detect all the cases when specified
criteria were fulfilled, record the signal and store it for
subsequent analysis.

An alarm is triggered when a specified alarm level is

exceeded at any frequency within specified frequency #

band. The list of alarms can be viewed at “Alarm
Viewer” tab. If several sensors are connected, it is
useful to see the list of alarms directly on the map by
hovering the sensor mark (green circle). List of alarms
can be filtered and ordered by any field in the list.

For each alarm, a piece of received spectrum —

information during the defined period of time is
automatically recorded. To examine an alarm
information, a user can browse through the recorded
waterfall section and export this information to a file.

If a signal has no or “grey” status, it is always shown
on the list of alarms. If a signal was marked as
“Ignored”, it is never shown on the list of alarms. If a
signal was marked as “Base”, it will also be shown on
the top of the alarm list and highlighted, since this
status is used for the most important signals that shall
not be missed.
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' Missions management

\ rance
Ftequ MHz Fn—*-qMax MHz | Json Create By Date create

830_860 HCreated \ 830 \860

test Stopped 90
Task 1 Stopped 400
380-440 MHz Stopped 380
380-430 MHz Stopped 380
GSM_UL_874-916 MHz Stopped 874

test Stopped 940

test Stopped 90

Cllent France 08.09.2025 11:31 [

False Client France 05.09.2025 14:58 0
False Client France 05.09.2025 15:02 44
False ICS Monitoring Client 26.06.2025 09:02 30]
False 1CS Moniroting Client 09.0

False ICS Monir

False 1CS Monitori

False 1CS Monitoring Client 2



ICS MONITORING RT: ALARMING
RECORDING OF SPECTRUM TRACES AND IQ STREAM

A user can at any time record a
& 0 E 9 o
separate trace or a block of s .

Alarm Task Manager Alarm Viewer X

\ubergeny Ref:-65dBm  MeasTime: 0 ns (Delay:

successive traces (waterfall) into a P N SN A s AT )

Aubervilliers

Levallois:Pérret "

file. These files can be later opened S T T e

Boulogne-Billancourt

" 15y 1e8 MOUIINEBUX s, .+, CHAMPIGRY S MaiTIE
Plaisir e T

and viewed. In the same manner, an T

Alarms_ History

|IQ stream can be recorded and [EEMDEHCEE=NCYSEE

nal Type Frequency, MHz ‘ Bandwidth, kHz ‘ Level, dBm ‘ Meas Time ‘ Duration, ms | Sensor Name | Detector Name Task ‘ Lon DEC ‘ Lat DEC ‘ Anomaly Count Mis¢
A A 5 nown 4288498 5.34 86 12.11.2025 17:24:08 50 01.01F MAL LevelDetector UHF PMR ordinary 232212  48.87126
S a Ve O n I S I n . Wa V I e . nown 4288498 534 -86 12.11.2025 17:24:08 01.01_F MAL LevelDetector UHF PMR ordinary 2.32212  48.87126
nown  423.7053 1144 -73.9 12.11.2025 17:24:07 503 01.01_F_MAL LevelDetector UHF PMR ordinary 2.32212 48.87126

File View Window 503 01_01_F_MAL LevelDetector UHF PMR ordinary 232212 48.87126
500 01_.01_F_MAL LevelDetector UHF PMR ordinary 2.32212 48.87126

70dBm

1804 MH 32 p! HGrid : 9,995 kHz top 423,761749 MHz

2025-11-12 17:24:08.263

1
1
1
1
& 1
& E e a =< I @ Qso, 01.01.F_MAL LevelDetector | UHF PMR ordinary 232212 4887126 1
01_01_F_MAL LevelDetector UHF PMR ordinary 48.87126 1
1
1
1
1
1
1
1

01.01_F_MAL LevelDetector UHF PMR ordinary 48.87126

P Q 0 01_01_F_MAL LevelDetector UHF PMR ordinary 48.87126

01_.01_F_MAL LevelDetector UHF PMR ordinary 48.87126

Ref: -85 dBm MeasTime: O ns RBW: 2 ~

3 mp:0dB  VBW: 23 01.01_F_MAL LevelDetector UHF PMR ordinary 2.3 48.87126

Sensors Groups e 2 1 History [ ClearWrite 1 01_.01_F_MAL LevelDetector UHF PMR ordinary 2.3 48.87126
01.01_F_MAL LevelDetector UHF PMR ordinary 48.87126

90dBm 01_.01_F_MAL LevelDetector UHF PMR ordinary 48.87126

|- 17:28:07.924 ]

22026 Google - Map dats ©2026 Tele Al Imagery ©2026 TemaMetrics
Alarms ~ History

From 14 f5] 08 33 2 To 14022026 1133 2 MaxRows |0 c

w; a | RdRE Apart from that, an alarm can be
oo e e *“*r:t‘ e configured to run a set of successive

085693 Lot 482 e | Unknown _|2247.2632 TN FD OR-SM-05__[LevelDetector ] Liaison Tac| 3120488

Unknown 2247.5439 354 OR-SM-05 LevelDetector  Liaison Tac -3.1202

= B s = 2 1  records of IQ stream if the alarm was
triggered. The list of recorded IQ data
items is shown on the “IQ-Streams” list.

VRS R QR RIS

SRennes

Bz
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ICS MONITORING RT: ELECTRONIC WARFARE MAP

Electronic Warfare Map (EWM) is an | e o eIt "0 &
option for ICS MONITORING CLIENT [ i i Gl s = m
RT. It can be delivered as an| iy G I
independent software, when other
functions of ICS MONITORING Client
RT are disabled. The aim of this
optional functionality is to support
military actions for localization of the
detected objects at the battlefield. EVWIV
is a tool that collects the direction-
finding information from multiple
direction finders and then calculates
the possible locations of the detected
signal sources. It also provides the
functionality for adding targets and
sending the information for jamming of

W

Podzamczel
gy

-
Kozienicki

selected targets. The functionality of =~ © © & /f{ e ., o Bl N R S
EWM is optimized for fast detection, |.\:. po st ‘ ' : g b

a. 2B e i e sl

selection and making a decision on the
detected target in real time.
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ICS MONITORING RT: ELECTRONIC WARFARE MAP

All actions in EWM are performed on map, which is an
underlayer. All other information is organized as a set of
additional layers that contain specific information. The
following layers with the corresponding functionality are
supported:

« Map layer depicts a map of a selected area. It can be
switched between satellite, graphical or combined mode.

« Sensor layer (blue points) shows the sensors (i.e.
direction finders) that are connected to the system and
provide the information of bearing to detected signals.

 Bearing layer (black lines) contains the directions
(bearings) from sensors to detected emission sources.

 Ellipse layer (pink ellipses) shows the previously
calculated probability ellipse for probable location area
of a detected emission source.

 Location layer (white circles) shows the probable
location points, which are calculated by ICS
MONITORING RT from the bearing information.

©ATDI Group - February 2026

« Target layer allows a user to manually mark some points
as targets. The user can manage targets (mark by
different statuses, create, delete, filter) from the Targets
panel (shown in the left bottom of the interface window).

« Contour layer allows to create and manage zones of
responsibility. If a user is responsible for a particular
sector of area, the information in other zones shouldn’t
be shown to this user. The zone of responsibility is
created by a Supervisor of the system and is shown by
blue line.

* Neighbor layer shows the information from the zones of
responsibility that are adjacent to the zone of
responsibility of the current user.

* Relief layer shows the relief in the selected area. It is
important to take the relief shape into account during the
analysis of detected objects and making decisions.

All abovementioned layers can be shown or hidden
independently to support the most suitable view for the
analysis.



ICS MONITORING RT: ELECTRONIC WARFARE MAP

EWM also provides time management for
object analysis and classification. A user
can work with the software in 2 modes:

Real-time mode: in this mode, all the
data received from direction finders are
depicted on the map in semi-real time.
Namely, a user observes the results
detected during last 30 seconds.
Time-selection mode: in this mode, a
user can manually select a moment of
time from measurement history, for
which the information should be
viewed. Another parameter that can be
specified is the time period, within
which the results will be depicted. For
example, a user can select a moment of
time 25 minutes ago, and time window
of 3 minutes.

"~ Robterberd O

Unte N axe Wosse aer
A 0, fe NIEDERUANEN Walense
TargelsJ LAT: 46.82807 LON:9.10311 SCo UL a + Object )
Rotherthurm nnertho Jeas P
Wachwil T 5 Stariss Nord
‘ z naNg RaLp  Flum:
Kon . = ;

IMegden

[2]

Once an object has been detected and classified, a user can send a command to jammers (if they are connected to the
system, their location and parameters are also shown) for starting jamming selected areas. The command may contain
the parameters of jamming: bearing, sector, frequency, bandwidth, radiated power etc.
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ICS MONITORING RT: ELECTRONIC WARFARE MAP

EWM supports order if battle functions: e g V

« Time-selection mode: in this mode, a e / L — Lo - ’
user can manually select a moment of oy
time from measurement history, for
which the information should be
viewed. Another parameter that can
be specified is the time period, within
which the results will be depicted. For
example, a user can select a moment
of time 25 minutes ago, and time
window of 3 minutes.

* Once an object has been detected and
classified, a wuser can send a
command to jammers (if they are
connected to the system, their =
location and parameters are also a
shown) for starting jamming selected

®

Q

Station name

74

Group

4

group2_copy V

Coordinates Degrees ¥
LAT 46.85917
LON 8.67449

Date created

areas.
The command may contain the parameters of jamming: bearing, sector, frequency, bandwidth, radiated power
etc.

©ATDI Group - February 2026



ICS MONITORING RT: ELECTRONIC WARFARE MAP
CLUSTERING OF SIGNAL SOURCES

During direction finding measurements, the
same signal can be measured several times.
Since each measurement is made with a
certain finite accuracy, the measurement
process produces multiple results for the
single signal source. The more productive
the measurement system, the more viable
this effect becomes.

Multiple points (each point represents the
result of locating the signal source) can
probably represent the same signal source.

Since the purpose of such a measurement is
to determine the position of the signal source
on the map, the system user must process
these multiple results manually to decide on
the most likely location of the signal source.
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Manual analysis of multiple data, even if supported by different software
tools, does not take into account all the important factors that cause the
results to be scattered.



ICS MONITORING RT: ELECTRONIC WARFARE MAP
CLUSTERING OF SIGNAL SOURCES

In order to avoid the need to manually . ,
determine the location of the signal il
source, ICS MONITORING/EWM © @& Filter

introduces intelligent clustering —

methods that automatically determine Level dBm

the location of the most likely signal
source.

| Objects

CLUSTERS

CONTOUR

Through the application of
sophisticated data processing Stations

algorithms, multiple = measurement <

results are analyzed and converted into
a single object, called a signal cluster,
which aggregates a set of signal source
locations and presents the user with
information about the probable
location, center frequency, bandwidth,
level, level accuracy, and other
information about the signal source.
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ICS MONITORING RT: ELECTRONIC WARFARE MAP
SIGNALS CLASSIFICATION

'

Signal classification involves
determining the type of
transmitter used to generate the
signal. Signal classification
presents the user with
information about the likely
pattern of the object whose
signal is being received and
estimated.

To enable the classification of a
signal source, many attributes of
the detected signal are taken into
account: measurement time,
signal duration, signal cascade
record, signal center frequency,
bandwidth, and others.
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Filter
FQ MHz

Level dBm

gl Objects

CLUSTERS

CONTOUR

Stations

ALL

0:e
0o

-
TR %]
( )

Target 1

LAT:46.62295 LON:9.48014

5 Cluster

Class

FQ MHz

Bw kHz

Coordinates

Signal level dBm

Intercepted

FQS MHz

869.575
869.931

870.091

Copy data

Close



ICS MONITORING RT: ELECTRONIC WARFARE MAP

SIGNALS CLASSIFICATION

Sophisticated data processing
algorithms are used to
determine the set of attribute
values, which are unique for a
certain type of transmitter
(communication standard).
Therefore, once the signal is
grouped together, it can be
classified, i.e., the information
about the object type can be
determined. Such an approach
makes it possible to classify
even impulse signals, including
Frequency-Hopping Spread
Spectrum (FHSS) signals and

linear frequency modulation

(chirp) signals.
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Filter
FQ MHz

Level dBm

gl Objects

CLUSTERS

CONTOUR

Stations

ALL

X
0:e

0o

O
(X
LN
( )

Target 1

LAT: 46.62295 LON:9.48014

S Cluster

Class

FQ MHz

Bw kHz

Coordinates

Signal level dBm

Intercepted

FQS MHz

869.575
869.931
870.091

Copy data

Close



ICS MONITORING RT: ELECTRONIC WARFARE MAP
SIGNALS IDENTIFICATIONS

The information about
the signal groups (large
circles) contains the result
of the signal
classification, which
includes the type of
transmitter and the
estimated probability of
the classification. For
example, the field
"99.82% (name) of UAV"
means that the source of
the signal is a UAV
(name) with a probability
of 99.82%.
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Filter
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j Objects (N
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CONTOUR ®
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Target 1
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ICS MONITORING AT: ELECTROIVIAGNETIC ENVIRONMENT (EME)

Automated identification of
"significant" variations in the
Electromagnetic environment

(EME)

Anomaly id: 149
Sensor: : SENSOR-DBD84-M00-7634

frequency: 430.3500061035156 MHz
power: -44.035755 dBm

Automated creation of reference
spectrum for sensors according
to a predetermined schedule

@ @ Rules @ Freq 140-180 v Custom range v m O o () Refresh

Anomaly id: 145
: SENSOR-DBD84-M00-7657
frequency: 145.5 MHz

power: -75.2685 dBm
time: 0.5586593%

g ANOMALY e Automated electromagnetic
- X Clear Al environment assessments
FFFFFFFFFFFFFFFFFFFF Q MHZ BANDWIDTH KHZ POWER NOW MAX DBM ACTIVITY NOW ACTIVITY PREV START MEAS STOP MEAS ACTIVITY ABSOLUTE CHANGE TAG ACTIVITY RELATIVE CHANC( O n a S C h e d u I e

Unknown 145.5 100 -75.269 0.559 99.435 17.02.2026, 11:22 | 17.02.2026, 11:53 = DecreasedBelowThreshold Decreased . . i
Unknown 145.5 100 99.435 17.02.2026,11:52 = 17.02.2026, 12:24 DecreasedBelowThreshold Decreased
Statistical detection of
Unknown 145.45 200.006 -62.783 0.465 0.952 17.02.2026, 14:41 = 17.02.2026, 15:11 = DecreasedBelowThreshold Decreased a n O m a I i eS a n d S pectru m
Unknown 145.45 200.006 0.952 17.02.2026,15:11 = 17.02.2026, 15:41 = NoChange Decrease d
patterns y
A W
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ICS MONITORING AT: ELECTROMAGNETIC ENVIRONMENT (EME)

@ @ Rules @ Freq 380-475MHz_02_0.. « Last day v m 3 () Refresh

Parc naturel Frequency range MHz x 6 A
regionai
{

380.025

Cancel

© OpenStreetMap contributors.

£ ANOMALY 2, Export.csv

Search + Freq. + Rule L N 4 X Clear All

B ANOM ANOMALYLIFECYCLETAG ~ $ Y | USERRELEVANCETAG AFFILIATION CENTER FREQ MHZ BANDWIDTH KHZ POWER NOWMAXDBM v Y | ACTIVITYNOW $ Y | ACTIVITY PREV START MEAS STOP MEAS
O | 625 New None Unknown 430.325 25 -70.157 0.952 20.02.2026, 08:53 | 20.02.2026, C
38 New None Unknown 5312 600.024 -70.356 3.293 20.02.2026, 10:28 | 20.02.2026, 1
O] 546  New None Unknown 430.375 74.988 -70.386 53.333 20.02.2026, 09:41 | 20.02.2026, 1
O 37 New None Unknown 1526.6 1000.049 -71.014 1.198 20.02.2026, 10:28 | 20.02.2026, 1
D 816 | New None Unknown 433.137 250.006 -71.03 1.905 20.02.2026, 09:23 | 20.02.2026, 0
O | 461 | New None Unknown 429.588 49,994 -71.155 75.455 19.02.2026, 19:27 | 19.02.2026, 1
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INTEGRATION WITH EXTERNAL SYSTEMS

Types of Integration

* Integration with measurement equipment
Examples: R&S, TCI, Narda, Keysight, SignalHound, ...

* Integration with highly specialized systems
Examples: Airfence, Argus, ...

* Integration with acoustic sensing systems

* Integration with radars
(air-defense radars, battlefield surveillance radars, counter-battery radars)

 Integration with external information systems
Examples: Palantir ...

Purpose of Integration
« Data acquisition: receiving real-time or batch measurement data from external platforms
 Equipment control: remote tasking, triggering, configuration and operational management

 Exchange of specialized data streams:

(telemetry, threat indicators, classification metadata, situational-awareness information) 4 &
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ICS MONITORING AT: PART OF ATDI SPECTRUM MANAGEMENT
SYSTEM

GATHERING BIG AMOUNT OF DATA FROM VARIOUS SOURCES

ICS Manager
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The tasks that shall be solved by the modern

spectrum monitoring systems are as follows:

* Spectrum occupancy estimation
» Detection and characterisation of signals

* Technical control: estimation of the
parameters of transmitters and their
comparison to the expected values

The modern approach to solve these tasks
implies deployment of a sensor network.

To maintain a large sensor network, a
corresponding software should be used.
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Mobile Monitoring
Stations

Stationary Monitoring
Stations with DF

Equipment:

e Spectrum analyzer

e Cellular network analyzer
e Direction finder

e Digital receiver

e Omnidirectional antennas
e Directional antennas

e DF antennas

e Antenna rotators

e GPS receiver

uipment:
e Spectrum analyzer
e Direction finder
e Digital receiver
e Omnidirectional antennas
e Directional antennas
e DFantennas
® Antenna rotators
e GPS receiver




ICS MONITORING AT: EMISSIONS MONITORING

* Parallel measurements performed
on a large number of
geographically distributed sensors
in 24/7 mode

 Simultaneous measurements in
multiple frequency bands
according to the national
frequency allocation plan

« Automatic comparison of
measurement results with masks

42885 4289 42095 28 4205

from authorised transmitters

e Saving measurement results in a

central database
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ICS MONITORING AT: STORAGE AND BACKUP OF EMISSION
MONITORING MEASURES

For each detected emission, recording of:
 Emission spectrogram
 Transmission parameters (frequency,

41476 476

bandwidth, call sign, etc.)
« Time intervals during which the T
emission was identified

o Statistical distribution of the level of
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the received signal

82 41
Lovels

 Location and conditions of the
recording of programs
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ICS MONITORING AT: ASSESSMENT OF OCCUPATION OF RADIO
FREQUENCY BANDS

Sensor 1 Sensor 2
% (FRA rinciple of analysis i n th llection and pr ing of signal level
Level, dBm | Occupancy, % e principle of analysis is based o ’E[ f_(‘:[(_) ection and processing of signal leve Level, dBm | Occupancy, %
18 0 statistics
-48 ()}
-52 5
Thresholds about e Sensor 1 Sensor 2 - 52 5
-56 10

meanin

- 56 15

Possibilities:

 Accumulation of statistical distribution of signal levels;

« Assessment of RF bandwidth occupancy with the ability to analyze data

collected from 1 year to 1 hour, which will allow you to evaluate subscribers
by territorial and time distribution;

Provides data for making decisions about the efficiency of using a radio
frequency resource.
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ICS MONITORING AT: SPECTRUM OCCUPANCY MEASUREMENTS
PRINCIPLE

* Parallel measurements
performed on a large number
of geographically distributed
sensors in 24/7 mode

« Measurements made In
accordance with multiple
channel plans

* Complies with ITU-R SM.1880-1
and ITU-R SM.2256
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Spechium Occupabion (PBeHs MINMANEHO SERRITOCTE A

For each channel, the following
information is stored:

* Occupancy (FBO/FCO) over
time

« Statistical distribution of
signal levels in the channel,
allowing occupancy to be
recalculated for different
thresholds

 Location and conditions of

signal recording
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ICS MONITORING AT: IDENTIFICATION AND CORRECTION OF
EMITTERS PARAMETERS

Signal strength
obtained from
monitoring system

Processing of results in
order to obtain statistically
relevant data and
correlation in HTZ

I
\
| 7\ A e/ WA N A AAMAM
A [lf !
N

©ATDI Group - February 2026



ICS MONITORING AT: IDENTIFICATION AND CORRECTION OF
EMITTERS PARAMETERS

PLAN the mission S
fﬁr ﬁ ICS
p—

monitoring

HTZ

communications

DO the mission process
via comparison of
prediction and real time
measurements

CHECK unknown
parameters by reverse
simulation

* Measurement processing * Propagation model tuning

ACT by modifying
mission according to S A
identified parameters management

* Emission monitoring * Reverse identification of
emitters parameters

Tl
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ICS MONITORING AT: MOBILE NETWORKS INTERFERENCE
CALCULATIONS

Calculatlon of network interference zones Confirmation of interference areas using a mobile radio
z monitoring station T w3 |

Possibilities:

e Determines a low signal-to-noise ratio, which affects the quality of service provision.

e Signs of intra-system interference in radio frequency ranges;

¢ Interference during radio wave propagation;
e Differences between the technical parameters of base stations and the declared ones. y

r y
F
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